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Introduction to Information
Security Program (2 Days) 27-
28 March 2010, Sat-Sun

St. Gabriel Foundation Building,
Soi Thonglor 25, Sukhumvit 55 Rd.

This course provides the fundamental knowledge you need to analyze risks to your networks and systems.
You learn the steps to take in order to select and deploy the appropriate countermeasures to reduce your
exposure to network threats and also how to design a high reliable and secure network infrastructure to
prevent various threats from hackers and virus.

Course Objectives: Target Group

*Understand cyber crime law in Thailand and how «Chief Audit Executive

to benefit from the law di
«ldentify the security risks that need to be *IT Audit Management

addressed within your organization *IT Auditor
*Manage risks emanating from inside the *Chief Information Officers (CIO)
organization and from the Internet «Chief Information Security Officers (CISO)
*Analyze your exposure to qurmgtlo'n assurance «Chief Security Officers (CSO)
threats and protect your organization's systems ) ) )
and data *Chief Information Security Manager

*IT Security Officers
Information Security Consultant
eInformation Security Professionals

Course Prerequisite:

None
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Course Outline:

Section 1 - Introduction to Information Security (Security Awareness Guide)
The Top Ten Information Security Threat

Thailand Computer crime Law

Information Security Management Framework

Governance, Risk and Compliance (GRC)

Information Security Governance (ISG)

Information Security Risk

Section 2 - General Security Concepts
Information Security

Physical Security

Operational Security

Management and Policies

Goals of Information Security

The Security Process

Section 3 — Know Your Enemy
Attack Strategies

Access Attacks

Modification and Repudiation Attacks
Denial of Service Attacks (DoS)
Common Attacks and Countermeasure

Section 4 — Security Policies and Procedures
Business Continuity

Disaster Recovery

Service Level Agreements

Policies and Procedures
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Course Agenda : (Conduct in Thai)

SAT : 27 March 2010

9:00 AM — 12:00 PM Section 1: K.Nipon Nachin, CISSP, CISA,
Introduction to Information CSSLP, CISM, SSCP, GIAC
Security (Security Awareness GCFA, Security+, ITIL V3,
Guide) IRCA:ITSMS, IRCA:BCMS,
IRCA:ISMS
13:00 PM - 17:00 PM Section 2:

ACIS Professional Center
General Security Concepts

SUN : 28 March 2010

9:00 AM - 12:00 PM Section 3: K. Somchai Patviboon, CIA,
Know Your Enemy CISA, CISSP, PMP, Security+,
Network+, CEH

TISCO Bank PCL

13:00 AM - 17:00 PM Section 4:

Security Policies and
Procedures
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Email: training@theiiat.or.th, isaca.bangkok@isaca.org,
rthongdee@yahoo.com
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Location Map
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2, 5t Gabriel's Foundation Building, Soi Thong-Loh 25, Sukhumvit 55 Rd, Khet Wattana, Bangkak 10140

Tel (662) T12-9124 -7 Fax (662)712-9128 E-mail : auditor@theiid.orth  hitp:fwww theiiat.orth
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A recogrized global leader in

IT governance, comtrol and assurance.




