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® uANgAsT 2 - Technical Auditing and Securing SAP

Mﬁn’gmi'ﬁ 1 - SAP Overview, Security and Risk Universe
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o  AnuEBIANsALINATe9szLLTngIIN (The Risk Universe of
SAP Security)

o AUIREEINNIBUNISANNS (Management Focus)

v Cost of a data breach

v’ sap Cyber-Security

v’ Case Study worldwide and Thailand
4 Responsibility and Confidence

v’ sap Operational Excellence
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Optimization)
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® MM : Material Management
® SD: Sale and Distribution

® [|: Financial Accounting

Overview of SAP Technical (Basis) component

® Architecture and Basis component
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® Critical SAP Technical Audit checklist (Risk, Impact and Audit
Guidelines)
® (eneral Security and Authorization concepts
® [ntroduction and How-To
v’ User Information System (SUIM)
v SAP Audit information system (AIS tool)
v SAP Vulnerability assessment and Penetration test tools
® SAP Security Governance policies
Tt 27 W SAP Audit of Core Business Modules 09:00 16:00
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STULNUNEAR 438 91uanE (MM, SD)
® MM and SD Processes Overview
® Risk and Audit issues
® Security and Master Data
® Segregation of Duties (Auth / Function / TCode)
® Configurable Controls
® Period-End Closing Checklist

® Management monitoring
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SAP Audit of Core Business Modules
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FI Processes Overview

Risk and Audit issues

Security and Master Data

Segregation of Duties (Auth / Function / TCode)

Configurable Controls

Period-End Closing Checklist

Management monitoring

Other topics / Case Study / Relevant Technologies on Security

and Control

Miscellaneous topics

SAP Audit Program and ICQs

09:00
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