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CYBERSECURITY NEXUS
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1. sgdunugsruaunssnramuluatdaansialenuas (Cybersecurity Fundamentals
Certificate)
2. seduflfiifoudrunisinanusiuaslaansdalaiuas (Cybersecurity Practitioner
Certificate)
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Fundamental Program & Workshop) 6110Lﬂuvianamsmaammnmamsmwwumumu
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e Cybersecurity concept, incident response, implication & adoption of evolving
technology
Workshop t3avzdas1lniuas Web application

e Mradnsunsdau Cybersecurity fundamentals certificate

Cybersecurity concepts

Cybersecurity architecture principles

Cybersecurity of networks, systems, applications and data Incident response

o The security implications of the adoption of emerging technologies
e Cybersecurity Fundamentals Certificate ‘s Mock Exam
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SECTION 1: CYBER SECURITY INTRODUCTION AND OVERVIEW

e Introduction to cyber security

o Different between information security and cyber security
e Cyber security objectives

e Cyber security roles

e Cyber security domains

SECTION 2: CYBER SECURITY CONCEPT

e Risks

e Common attack types and vectors
e Policies and procedures

e Cyber security controls

SECTION 3 SECURITY ARCHITECTURE PRINCIPLES

e Overview of security architecture
e The OSI model

e Défense in depth

e Firewalls

e Isolation and segmentation

e Monitoring detection and logging
e Encryption

SECTION 4 SECURITIES OF NETWORKS, SYSTEMS, APPLICATION AND DATA

e Risk assessment

e Vulnerability management
e Penetration testing

e Network security

e Operating system security
e Application security

e Data security

SECTION 5 INCIDENT RESPONSES

e Event VS incident

e Security incident response

e Investigations, Legal Holds and preservation

e Forensics

e Disaster Recovery and Business Continuity Plan



SECTION 6 SECURITY IMPLICATIONS AND ADOPTIONS OF EVOLVING TECHNOLOGY

e Current threat Landscape

e Advance persistent threats

e Mobile technology

e Consumerization of IT and mobile devices
e Cloud and digital Collaboration

SECTION 7 Workshops
e Web Application Penetration Testing with Damn Vulnerable Web App (DVWA)

e Learn how hackers exploit web applications such as Brute force, Command
Injection, XSS, SQL injection etc.

SECTION 8 Mock Exam



