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ShelLeadsTech program pillars

l: -
AN
ENGAGE: Raising
awareness

We will engage with employees,
allies and global professionals to
Increase diverse representation
within our industry.

EMPOWER: Building
alliances

Through strategic partnerships
and volunteer support, we
empower our network and support
our chapters in confronting the
unigue challenges in their
countries and regions.

ELEVATE: Preparing to lead

Our training and skills
development programs will offer
opportunities to elevate more
female leaders in the digital space.
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Join us for the 2025 LeadHERSship Series

Anyone is welcome to register and learn live or on demand. Members earn 1 FREE CPE.

Featured LeadHERship Series Webinar | 1 FREE CPE for Members

Elevate Your Career LeadHERship Series
Free CPE for Members

Lauren Hasson
9 September 2025

Explore ways to stand out, get ahead, and build value as a working woman through
an award-winning five-step framework. Discover how you can better develop and

demonstrate your value in the workplace.

REGISTER NOW Lauren Hasson
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Agenda

1.

Excusive summary from
GNDI: Governing in the Age
of Disruption — Artificial
Intelligence (2024—-2025)
Auditing the Future: HOW Al
IS REDEFINING THE AUDIT
LANDSCAPE AND HOW
YOU CAN BE PREPARED

the ISACA Advanced in Al
Audit™ (AAIA™)

Key insights and answers
from IA Clinic session
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dsuans:drAacyo1nsraviu GNDI: Governing in the Age of
Disruption — Atrtificial Intelligence (2024-2025)

Pacchanya Chutimawong

CISA, CISM, CRISC, CGEIT, CDPSE, CIA, CRMA, CPA, CFE
Vice President - ISACA Bangkok

SVP - Internal Audit, Frasers Property (Thailand) PCL

6 September 2025
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1. nMawsouua=onus=avA

« $1901U GNDI: Governing in the Age of Disruption
— Attificial Intelligence (2024-2025) 10us1gv1udo8
s:nulanonn Global Network of Director Institutes
(GNDI) gotauisn 26 anauu N1 150,000 nssuns
nolan

¢ d1SODUUUDVUDVNSSUNISADUNUINANSANNUALLA Al
u 3 UAKan
1. Capability — A2US ADUEIUISO LL@NSWENNS
unismnuntia Al

2. Risk & Opportunity Oversight — NMsUoVIAU
lLlazuSKIsnULEaY /Tondauov Al

3. Policy — nsOulgungliaznsousssunnuia Al

https://thai-iod.com/en/publications-detail.asp?id=1046

‘_.-"'-_-""-._
|ﬁ| GLOBAL NETWORK OF
w / DIRECTOR INSTITUTES

Governing in the age of disruption:
ARTIFICIAL INTELLIGENCE

GLOBAL NETWORK OF DIRECTOR INSTITUTES
2024-2025 RESEARCH REPORT
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2. Wad1Aty21nNN1sa1so: Our organization has Al capabilities to
guide decision making?

(1) Adwatwisn (Capability) Al Capabilities in Organisations (%)
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2. Wadrntyo1nNnN1sd1sod: How confident are you that your board
understands the implications of Al on strategy?

(2) Aoaudsvuaslona (Risks &
Opportunities) Confidence in Al Oversight

Not at all

. AUUUTDUDVUDSAGIDANULTNTD | Slightly
WanNs:zNULEVNAgNsuov Al ADUTIOEN

« Uulowun (Completely confident) uA
9.2%

e ADWIEYVKAN: misinformation, bias,
cybersecurity, “shadow Al”, AU
guBoumMuUNNS=LUsU Somewhat

. Al goDlomaldonagns wu WU
Jszansnaw, asmoudnnssuy, venaluina
5SND

Completely
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The Evolution of Emerging Risks Over time

2030 -

Prediction

Geopolitical Cold War Post-Cold War Terrorism, Arab Spring, Crimea US-China Russia-Ukraine Cyber warfare,
& Security tensions, optimism; early Irag/Afghanistan  sovereign annexation, rivalry, hybrid war, Taiwan Al-driven
nuclear risks, terrorism alerts wars, nuclear instability, piracy  1SIS, refugee warfare, trade tensions, disinformation,
regional proliferation crises tensions economic space
conflicts weaponization militarization
Economic & Oil shocks, Dot-com bubble  Oil volatility; Post-GFC Market volatility; Pandemic- High debt; Structural
Financial stagflation, debt  burst; early housing recovery; shadow banking  driven deglobalization Al/automation
crises globalization bubble warmings  sovereign debt recession; pressures; disruptions;
risks crises inflation energy shocks financial
uncertainty instability
Technology Early IT risks; Y2K; early Network Cloud adoption;  Cyber breaches; Ransomware; Al-driven Quantum
& Cyber analog system internet; basic outages; mobile; bigdata  loT state-sponsored  cyberattacks; disruption;
failures hacking offshoring risks emergence vulnerabilities attacks misinformation; autonomous Al
deepfakes failures
Environment Acidrain; ozone Low priority; Tsunami; COP15; growing  Paris Extreme Extreme Climate tipping
al & Climate depletion; local localized Hurricane climate Agreement; weather; climate weather; points; water
pollution disaster focus Katrina; climate awareness ESG integration  disasters; net- biodiversity loss;  scarcity; mass
alerts zero push litigation risks migrations
Health & HIV/AIDS crisis; SARS (2003); Avian flu (HSN1)  HI1NT Ebola; Zika COVID-19 Biosecurity; Synthetic
Biclcgical localized pandemic fears pandemic; outbreaks pandemic; pathogen biology misuse;
outbreaks planning surveillance healthcare mutations; engineered
arowth strain vaccine tech pathogens
risks
KPMG |4
00C
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2. Wad1Atyd1nN1sd1sod: We have policies in place to ensure
ethical Al use and data privacy compliance?

(3) ulauna (Al Policies)
Al Policies in Organisations (%)

38.8% luulgune Al 1ae

55.3% UulgungAunsovdoyadouunna

30.3% Oulaungls Al o810UD585SSU

9.7% UulgunamunulUsola
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No Policy Ethical Use Data Privacy Transparency
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Cyber, Dataand Al Risks - Top Goncerns by the Board

Oversight risks

82% Cybersecurity and IP threats cha“e"ges Iir'—' Onnurtunltles ;
e

* Fragmented digital risk * Build tech-fluent boards with
50% Vulnerabilities posed by third parties ownership across committees expertise in data ethics and Al
|

* Limited GenAl-specific - Integrate cyber and privacy
50% Data privacy and regulatory compliance Over5|ght ca pab'lltles UVEfSig ht intO EHM
|

* Inadequate cyber frameworks

D . - -
36/ Reputationai riks ::r:?:aa;;edness amid rising « Use tabletop exercises to
stress-test digital resilience
Data governance gaps * Gap between board’s .
understanding and real-time Elevate third-party and
tech evolution. ecosystem-level digital

22% Insider threats to natwork SCrUtinY.
|
14% o:1a otnics anc A bias Technology and digital risks have emerged as the top area
— of concern for boards, especially in terms of potential
2% other oversight and preparedness gaps.
[ |
KPMG | 13
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3. UsztnuUdeyktdos:=uu (Systemic Issues)

1) Lack of prioritisation — uov Al 1WUBoY IT LINNINNAYNS
2) Capability gaps — vinnugIBvania:NIsSNNousy

3) Governance fragmentation — NNSANNUNS:OANS=ONE [UD
LN TWIEALDU

4) Policy underdevelopment — Tinsauulgungndniou
5) Trust & ethics challenges — AoWUIGOUUANS1STULAN
6) Reactive oversight — onn1skavUeyrkinn IUlnJovnuaovkun

7) Regional divides — AorUwSoUL@:NINCUNAIONULINIULLAA:
nUNA
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4. MoarntyaikSukrovUs:uUdSH

s1goULUzN IRACUsNSSUNsALAUsDlUUIWoMsinuguandus:ansniw:

v AanwauIsauamnsnifugua: sonnungdutunisiniugiianoiui@eotaioniaon Al KSoll
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v ulgurgiazasysssu: S1DUTgNENIASUNISOUURIDNNATUINSSUNSINOADUAUNTSTS Al 98100
D3gsssullaznoUdudousovovdoyansolu

v N1SUSKISADWIELY: 1ST(ASOUADUIESONINEOTONU Al 15U JoyaRnwann, oAk, kSonaAnNAY
N6LUDS WNIUIUNSOUNISUSKISADIULEEDUDDLSIULADKSDED

v aowIdootovoviidouldadoudy: sidndodoansiuonioiunisinuaia Al yoois1IAUWINOIU
La:Wuaoulndouldaogols

v Tomaon Al: Al aaunsadandaonlonmatdonagnsalstANuovANSUDLISAITND

] [l
T e e |

v aduwsoudiKnsSuounnn: lswo‘wmmumsM?iauuUaoua\)ﬂgs:LUsJuua:uuoUﬁumnmnamlﬁaoﬁu Al
2g0[s LlaztsnavnuluNsAnuInaUDVYDVNSSUNISKSOIU
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5. JoUUzUId1KSUUDSA

v gns:nU Al literacy yovNSSUNIS

v HoNsusKkisnoulEey Al WU Enterprise Risk
Management

v 9nm Al governance framework Asounau
258sSsU ADWTUSYlE ADTUSURNABOU

v FoasTnouwoasi stakeholder trust

v pov Al DU strategic enabler WKLAIASOODO
INATUlag

v InSgUWSDUSUUD regulatory changes tlazavnutu
continuous education
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6. voasukan: Key Stats — Key Actions

Key Stats Key Actions

38.8% boards have no Al expertise
Only 9.2% boards fully confident in Al oversight

38.8% no Al policies

Stakeholder trust fragile

Regional divides in readiness

Upskill directors, recruit Al advisors
Integrate Al into ERM & strategy reviews
Develop board-approved Al ethics & privacy
policies

Enhance transparency & communication

Monitor global best practices & adapt locally
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7. undonigy

Q Al frdodunv Tomaua:nouEes:aunagns NuasnEiooMAUALasE0500 1T
ISovtawnzginAlulagdnmolu

0 vasnnus:aunoudiSooystunmMsnisrnuniia Al IAUNagns SRJUSSSUDDANS NS
INASSNU LLAzNNSASIOATUATIUSEY=END

QO Al wWunowIdoua: UEJ’]EJUE)UlUUlﬂO’]UlEiEJ\)ﬂO’]UlaEJ\)m\)lﬂU LV cyber fraud,
misinformation KSOS: uuau EJ\)ﬂI)ﬂI)’]USUllS\)lUO Al LTUARE2TDY IWSTERNTRNNSTOUE
HsomsamouauaUaaumauuua Luutdgudu

d ovAnspovdsunagnsniu governonceI utsua IT unuosatia: Audit Committee £100
[TNFNAU MSODEOU LazmOAINUNU management oghosollion
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“Complacency around the risks of ...
technologies should be avoided given the
fast-paced nature of change in the field of

Al and its increasing ubiquity.”

WEF, Global Risks Report, 2025
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A
Auditing the Future:
HOW Al ISREDEFINING THE
AUDIT LANDSCAPE
AND HOW YOU CAN BE
PREPARED

ONEINTECH
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Introduction to Al Auditing

Al's Role in Internal Audit

Al is now a vital tool in internal audit, changing decision-making and 1

processes.
Proactive Risk Assessment

Machine learning enables auditors to shift from reactive to proactive

Enhanced Document Analysis

Natural Language Processing helps auditors quickly and accurately \

from large documents.

Skill Development Necessity

Training in Al skills is essential for auditors to effectively use technolc
professional standards.

ONEINTECH &3¢
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5 Ways Auditors Can Use Al Effectively

Risk Analysis with Predictive Analytics

Al helps auditors analyze large datasets to predict risks like
fraud or system failures in advance.

Automated Evidence Collection

Al automates gathering data from logs, emails, and policies,
reducing manual errors and saving time.

Intelligent Control Testing

Al analyzes entire datasets instead of samples, accurately
detecting anomalies and deviations from standards.

Continuous Assurance & Real-time Alerts

Al provides continuous audit monitoring and real-time alerts
for immediate corrective actions.

Automation with Chatbots and Avatars
Al-powered chatbots assist auditees and help reduce auditors

workload by providing instant information. ONEINTECH 888
yp g SheLeadsTech 2CO ISACA



Al IN AUDITING: NOW AND IN THE FUTURE

The role of the auditor traditionally has been to provide assurance without bias and help reduce negative impacts to the
organization. As we think of current auditor skills at a high-level, vs. the future auditor, there are some clear changes we

can anticipate across four key areas — Skills, Efficiency, Risk Analysis and Monitoring.

The table below highlights some points that can be further assessed and thought through.

PRESENT AUDITOR

FUTURE AUDITOR

SKILLS Requires strong analytical skills and regulatory mindset Hse of Altools gnd which areas can be automated vs.
manual or hybrid
EFFICIENCY The manual, human element Fs high Data-driven, large matrixed environment of knowledge
Patt dictabilit d lex ext | and int |
RISK ANALYSIS Sampling approach, judgmental la ern use, predictability and complex external and interna
risk factors
MONITORING Passive. reactive measurements Prc;actwe measures, embedded controls by design, digital
auditor twin

ONEINTECH 23¢ ISACA
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Risk Management Approach for Third-Party Al

Defining Al Strategy and Requirements

|dentify business challenges for Al and assess
acceptable risk levels to set a clear strategy.

Provider Selection and Risk Assessment

Analyze the market to prioritize third-party providers
based on their importance and associated risks.

Contract Management and Monitoring

Set risk-related contract terms, audit rights, and
continuously monitor Al model performance.

Safe Termination Procedures

Securely revoke system access and data, and
consider switching providers for risk mitigation.

% Fi.33233 ’,, s £
-

|

3 ] ,;-;n;;x:: ’s"‘"f“!%“*_“i L3
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How do we get started with Al auditing?

000

@é Overall strategy for Al

Internal auditors should begin by
researching and gathering relevant
information regarding

under review from multiple
internal and external sources.

Collaborate with management in
reviewing an inventory to

(or
planned for future use).

Start the process of understanding
what

{8) How is Al being used?

a Internal auditors should have a discussion with the Al/data
science/lIT/Risk team. That discussion should include
asking them to explain which

e Internal auditors should also begin to understand what

9 Gaining a preliminary
used to manage Al-related risk is an
important step that can be performed in concert with these
initial discussions.

& Data and cybersecurity

n Internal auditors should determine
within
any given Al application and

e Understand
Manipulating
data sets from an input standpoint can
impact the downstream output of Al.

Internal auditors need to determine where Al-
reliant data is stored (internally, externally, or
both) and

e Internal auditors must always

transactions.

ONEINTECH 23¢ ISACA
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Al auditing

Artificial Intelligence Risk Management
Framework (AI RMF 1.0)

THEIIOA’S' .
Artificial
Intelligence

Auditing
Framework

b NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

Artificial Intelligence Audit
Toolkit

ISO/IEC 42001:2023
Artificial Intelligence =
Management System .

Desirable Attributes for
The lIA’s Al Auditing Framework Artificial Intelligence

- Effective = Private

= Valid = Compliant with laws
» Reliable = Fair
Management + Safe/Secure + Confidential

+ Unbiased = Responsible

Governance

Internal Audit + Transparent » Accurate

+ Ethical « Efficient

» Explainable - Accountable

ONEINTECH 23¢ ISACA
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Rising global regulatory guidelines for Al
R = @& S i

Core governance principle Fairness Explainability Integrity of data Security & resiliency Accountability Privacy Risk approach
Global regulatory guidance
National Al Initiative Act - 4 & & B4 B4
Al in Government v v v -
The National Al Research Resource Task Force B4 ~ B4
NIST Al Risk Framework 4 &4 &4 M & & ]
FHFA AB 2020-02 4 B4 B4 B4 & M~ ™~
NAIC Principles on Al B4 4 & ~ ™~ 4
Federal Trade Commission ~ B4 4
EU Artificial Intelligence Act ~ B4 B4 B4 B4 B4 4
EU Digital Services Act 4 B4 B4 4 B4
OECD Principles ~ B4 & ~ ~
Social Principles of Human Centric Al v v v v
AIST ML Quality Management Guideline v ™ & B4
Brazilian Al Strategy © 4 v
Brazilian Al Bill v
Al National Policy (Chile) v v v
Al National Plan (Argentina) v v A
Al Governance Guideline, ETDA v v v v
Generative Al Governance Guidance, AIGC v ™
Al Guidelines for Financial Sector, SEC v B4 4

ONEINTECH 23¢ ISACA
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Preparing Auditors with AAIA

Al Skill Gaps in Auditing

Al advancements create skill gaps in auditing, especially in governance and complex
Al systems like Deep Learning.

AAIA Certification Overview

AAIA certification helps auditors enhance skills in Al governance, operations, and
auditing techniques.

Governance Frameworks and Tools

Knowledge of frameworks like COBIT, NIST Al RMF, and ISO 42001 is critical for
effective Al audit and risk assessment.

Al Judgment and Human Review

AAIA emphasizes Generative Al judgment practice and human review to ensure
accurate Al control assessments.

ONEINTECH 23¢ ISACA
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o v A d A 1 A
Al Governance: Primer to Deep mimﬂu@uaﬂﬂgq’l‘lﬂﬁzﬂygz mﬂwugmgwﬁﬂ

Al Governance: Primer to Deep

T - F 3 -
n-l'iﬂqnuauﬂﬂmm'lﬂ'itﬂﬁﬂi L/ ﬂﬂ“ﬂ'l-“ﬂlﬁd Al

October 14 - 15, 2025
Mandarin Samyan

soumUTIUA AR AT
Anetlrving 3edidnau
In3: o80-777-0000

Email traviningiEisaca-bangiok org

Puridh i
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