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Juusn Module 1 Information Security Governance
e Designing a Strategy and Governance Framework
¢ Gaining Management Support / Approval
e Implementing the Security Strategy
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Yuiisay Module 2 Information Risk Management and Compliance
¢ Risk Identification

« Risk Analysis and Treatment

¢ Risk Monitoring and Reporting

Yuiignu Module 3 Information Security Program Development and Management
e Alignment and Resource Management
e Standards, Awareness and Training
e Security Monitoring and Reporting
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4uiid Module 4 Information Security Incident Management

o Incident Management Response Plans / Incident Classification and Categorization
o Incident Management Operations, Tools and Technologies

e Incident Investigation, Evaluation, Containment and Communication

e Incident Eradication, Recovery and Review

e Business Impact and Continuity / Disaster Recovery Planning
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